DEPARTMENT OF THE NAVY
CHIEF INFORMATION OFFICER
1000 NAVY PENTAGON
WASHINGTON, DC 20350-1000

21 December 2000

MEMORANDUM FOR DISTRIBUTION

Subj: DEPARTMENT OF DEFENSE (DOD) APPROPRIATIONS ACT, FY 2001, SECTION
8102(a), REGISTERING INFORMATION TECHNOLOGY SYSTEMS WI TH DOD
CHIEF INFORMATION OFFICER

Ref: (a) DOD Appropriations Act, FY 2000 (Pub L. 106-79), Section 8121(a)
(b) DOD Appropriations Act, FY 2001 (Pub L. 106-259), Section 8102(a)

Encl: (1) DON CIO memo of 9 Feb 00
(2) DON IT Systems-Initiatives assigned an OSD Budget Initiative Number (BIN)

Enclosure (1) implemented within the Department of the Navy (DON) the requirements
of reference (a) regarding the registration of mission critical / mission essential (MC/ME)
information technology (IT) systems with the DoD Chief Information Officer (CIO) prior to the
use of FY 2000 funds for such systems (including Defense Working Capital Funds). Reference
(b) continues the requirement to have MC/ME IT systems registered with the DOD CIO prior to
the use of FY 2001 funds. In light of personnel changes made post Y2K, and to avoid any
potential Antideficency Act violation, each"addressee is requested to re-designate and maintain a
command point of contact for IT systems registration. It is anticipated that this will be a
continuing Congressional requirement. The command point of contact for IT Systems
Registration is responsible for ensuring that the DON IT Systems Database (the former NY2KTS
database) is updated regularly to reflect the current and accurate registration data for command
owned MC/ME IT systems.

Enclosure (1) contains guidance and definitions regarding which systems need to be
registered as well as detailed instructions on making system changes and additions to the
database. DoD requires that all systems/initiatives with an OSD Budget Initiative Number (BIN)
be registered. Enclosure (2) is an updated list (of that which was previously provided in
enclosure (1)) of DON IT systems-initiatives that have been assigned an OSD BIN. Your point
of contact will need to insure for all OSD BINs under the cognizance of your command that
there is a system record in the DON IT Systems Database.

By 19 January 2001, please provide my point of contact, Ms. Judy McCarthy ((703) 602-
6845, DSN 332-6845, (mccarthy.judy@hq.navy.mil)) with the name, phone number, and email
address of your command point of contact for IT systems registration. Subsequent to the
provision of command points of contact, database editors and reviewers will be reestablished.

L

D. E. Porter
Distribution: (see next page)
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DEPARTMENT OF THE NAVY
CHIEF INFORMATION OFFICER
1000 NAVY PENTAGON
WASHINGTON, DC 20350-1000

09 Feb 00

MEMORANDUM FOR DISTRIBUTION

Subj: DEPARTMENT OF DEFENSE (DOD) APPROPRIATIONS ACT, FY 2000, SECTION
8121(a), REQUIREMENT FOR REGISTRATION OF INFORMATION
TECHNOLOGY SYSTEMS

Ref: (a) DOD Appropriations Act, FY 2000 (Pub L. 106-79), Section 8121(a)
(b) ASD(C3I) memo of 23 December 1999 (NOTAL)

Encl: (1) Systems That Need to Be Registered, Definitions and Registration Guidance
(2) Procedures to Update NY2KTS Database
(3) DON IT Budget Initiative Number (BIN) listing by system

Reference (a) provides that after March 31, 2000, none of the funds (including Defense
Working Capital Funds) appropriated in the DOD Appropriations Act, FY 2000, may be used for
a mission critical or mission essential information technology (IT) system (as defined by the
Secretary of Defense) that is not registered with the DOD Chief Information Officer (CIO).
Obligation or expenditure of FY 2000 funds for mission critical or mission essential IT systems
not registered may result in a potential Antideficency Act violation. In accordance with
reference (b), I must confirm with the DOD CIO, by March 6, 2000, that all DON mission
critical and mission essential systems have been registered.

v Enclosure (1) provides guidance and definitions regarding which systems need to be

registered. To establish this DON IT Systems Database, the Department will use the existing
NY2KTS database and make appropriate changes and additions. Enclosure (2) provides detailed
instructions on making these changes and additions. In addition, OSD requires that all
systems/initiatives with an OSD Budget Initiative Number (BIN) be registered in the IT Systems
Database. Enclosure (3) provides a list of DON systems that have been assigned an OSD BIN.
Please review enclosure (3) to insure that there is a database entry for each of your
systems/initiatives with a BIN.

By 15 February 2000, please provide my point of contact, CAPT Cliff Szafran ((703)
602-6882, DSN 332-6882, (szafran.cliff @hq.navy.miD)) with the name, phone number, and email
address of your action officer for the registration requirement. In order to meet the statutory and
OSD mandated deadlines, I need written confirmation from your CIO or appropriate command
representative (if no CIO) by COB 28 February 2000 that all of your IT systems have been
properly recorded in the NY2KTS in accordance with enclosures (1) and (2). OSD will work
directly with appropriate DON organizations to register classified systems with the DOD CIO.
However, such DON organizations must confirm with the DON CIO that IT system registration
is completed. All confirmations may be provided by email to CAPT Szafran.

i

D. E. Porter
Distribution: (see next page)



Subj: FY00 DEPARTMENT OF DEFENSE (DOD) APPROPRIATIONS ACT, SECTION
8121(a), REQUIREMENT FOR REGISTRATION OF DON INFORMATION TECHNOLOGY

SYSTEMS
Distribution: ‘
SNDL: Al (Immediate Office of the Secretary) (AA/USN, ASN(M&RA),
ASN(RD&A), ASN(I&E), ASN(FM&C) only
A2A (Dept of the Navy Staff Offices) (CNR, OPA, JAG, FMO, only)
A3 (CNO) (N09B, N091, N093, N095 N096, N1, N2, N3/5, N4, N6, N7, N8,
N8B, NSF, N80, N81 N83, N85, N86, N87, N88, N89 only)
AS (CHNAVPERS)
A6 (CMC)
21Al1 (CINCLANTFLT)
21A2 (CINCPACFLT)
21A3 (CINCUSNAVEUR)
23C3 (COMNAVRESFOR)
41A (COMSC)
FDI1 (COMNAVMETOCCOM)
FEl (COMNAVSECGRU)
FG1 (COMNAVCOMTELCOM)
FH1 (BUMED)
FKAIA (COMNAVAIRSYSCOM)
FKAIB (COMSPAWARSYSCOM)
FKAIC (COMNAVFACENGCOM)
FKAIF (COMNAVSUPSYSCOM)
FKA1IG (COMNAVSEASYSCOM)
FKASF (DIRSSP)
FS1 (DONI)
FT1 (CNET)
FT89 (COMNAVSYSMGTACT)
Copy to:
OGC _
PEO for Air, ASW, Assault and Special Mission Programs
PEO for Expeditionary Warfare
PEO for Carriers

PEO for Cruise Missiles Program and UAYV Joint Projects
PEO for Joint Fighter Strike Technology
PEO for Mine Warfare
" PEO for Surface Combatants/Theater Air Defense
PEO for Information Technology

- PEO for Submarines

PEO for Tactical Aircraft Programs

PEO for Surface Strike

PEO for Undersea Warfare

DRPM for Strategic Systems Programs
DRPM for Advanced Amphibious Assault

CNO (N6Y2K)
CMC AC/S (C4l)



Systems That Need to Be Registered,
Definitions, and Registration Guidance

All Mission Critical or Mission Essential Information Technology Systems (IT),
including National Security Systems (NSS) need to be registered with the Office of the
Secretary of Defense. See below for definitions and further guidance. IT efforts with an OSD
Budget Initiative Number (BIN) also need to be registered (see enclosure 3).

System owners/PMs/major claimants are responsible for reporting their IT systems in the
NY2KTS. To accomplish this, system owners/PMs/major claimants must review all system
records in the NY2KTS, and if necessary, update them in accordance with enclosure (2). In
addition, system owners/PMs/major claimants must ensure that new records for systems not in
the NY2KTS database that meet the criteria of Mission Critical or Mission Essential IT systems
or systems with an OSD BIN are loaded to the NY2KTS.

Based upon the designations inputted by the system owners/PMs/major claimants, the
DON CIO Office will submit to OSD those systems meeting the registration criteria. For the
purpose of this requirement, this submission will be called the DON IT Systems database.

Definitions:

For purposes of Section 8121 registration requirements, the definitions of IT, NSS,
Mission Critical, and Mission Essential Systems are below.

* IT System:

e The term “Information Technology” is defined in the Clinger-Cohen Act as “any
equipment or interconnected system or subsystem of equipment, that is used in the
automatic acquisition, storage, manipulation, management, movement, control,
display, switching, interchange, transmission, or reception of data or information by
the executive agency.” ... “Includes computers, ancillary equipment, software,
firmware and similar procedures, services (including support services), and related
resources. Section 8121 defines the term “IT System” as having the same meaning as
the term “Information Technology” in the Clinger- Cohen Act. In addition, for
purposes of 8121 registration, DoD has defined the term “Information Technology
System” to include National Security Systems (NSS), the definition of which is
provided in the Clinger-Cohen Act (CCA). (See below.)

» National Security System (NSS):

e Defined in Clinger-Cohen as “any telecommunications or information system
operated by the United States Government, the function, operation, or use of which
(1) involves intelligence activities; (2) involves cryptologic activities related to
national security; (3) involves command and control of military forces; (4) involves

Enclosure (1)



equipment that is an integral part of a weapon or weapons system; or (5) ... is critical
to the direct fulfillment of military or intelligence missions.”

» Mission Critical Systems (as defined by the DOD Y2K Management Plan of
September 1999):

e National Security Systems (NSS) as defined by the Clinger-Cohen Act; or

o Identified by the CINCs, which if not functional, would preclude the CINC from
conducting missions across the full spectrum of operations; or

e Required to perform DoD level core functions.

o Mission Essential Systems ( this term is used in the DOD Y2K Management Plan and

is equivalent to DON Y2K definition for Mission Support Systems as found in the DON
Y2K Action Plan):

e The loss of these functional and/or tangible capabilities/assets, if not corrected will
have an adverse impact upon the overall DON mission functionality. If not corrected,
degradation eventually causes loss of DON mission capability.

Additional Information:

The NY2KTS database also includes some “Local Unique System” records, which, as defined in
the DON Y2K Action Plan are not considered mission critical or mission essential to the DON.
As such, they are not required to be registered. Local unique systems are defined as:

+ Local Unique System:

e Local unique information systems are software applications that were developed to
support local requirements of Naval Bases. Examples of local unique information
systems are system features or functionality that was locally added to a centrally
managed information system, information systems developed by functional areas of
the Naval Base to support their specific mission and locally developed Internet web
pages. Appendix C of the DoD Management plan placed Local Unique Information
Systems in its “‘Other Devices” category.

Registration Guidance:

Once all existing NY2KTS records have been updated and all new records have been
created, DON IT systems registration will take place according to the following guidance:

1. Mission Critical is defined from the perspective of the CINC and DOD core missions

and functions. IT Systems are Mission Critical if the failure of the system will
prevent the CINC or DOD from performing their core missions or functions. Mission

Enclosure (1)



9.
10.
11.

12.

Essential is defined from the DON perspective. IT systems that, when failed, have an
adverse impact on DON missions, but do not affect CINC/DOD core missions, are
considered Mission Essential.

In order to be registered, a system record (once updated) must be identified in the
NY2KTS database as: Main systems; Active or New Development; and IT systems.
See enclosure (2) for an explanation of these field values.

Platforms will not be registered, and weapons (with or without) embedded IT will not
be registered.

Systems that were entered in the NY2KTS database as trainers (System Type=T (for
trainer) must be reviewed in light of the requirements of Section 8121(a). Trainers
that are determined by their system owner/PM/major claimant to be mission critical
or mission essential and an IT system (including NSS) must be reported in the
NY2KTS database as: Main systems; Active or New Development; and IT systems.
Ships and aircraft are considered to be platforms, and as such will not be registered. If
a platform was previously reported in the NY2KTS database, the System Type field
should appear as “N” (for Non-IT system) to ensure that it is not registered as an IT
system.

“Main” IT systems within the ship or aircraft will be registered as IT systems and
should be reported in the NY2KTS fields as Main system, Active (or new
development, as appropriate), and IT.

Missiles are considered to be a weapon launched from a platform, but not IT for the
purpose of registration of IT systems. These missiles include, but are not limited to
Sea Sparrow, HARM, Phoenix, Tomahawk, and Trident. If a missile was previously
reported in the NY2KTS database, the System Type field should appear as “N” (for
Non-IT system) to ensure that it is not registered as an IT system.

IT systems integral to missile operation, yet not physically contained within the
launched missile, should be registered. Examples of these IT systems include fire
control systems and mission planning systems. These systems should be reported as a
Main system, Active (or new development, as appropriate), and IT system
Subsystems and Local Unique systems will not be registered (but, see 12 below).
Wide Area Networks (WAN), Metropolitan Area Networks (MAN), Base Area
Networks (BAN) and Local Area Networks (LAN) will aot be registered unless they
have an OSD BIN assigned.

Main IT systems that use DON FY2000 Appropriated Funds and are not yet fielded
must still be reported in the NY2KTS as new development systems and will be
registered with the DOD CIO.

Regardless of rules 1 through 11, all systems with an OSD BIN will be registered (see
enclosure 3).

Enclosure (1)



Procedures to Update the NY2KTS Database

Since the Navy Year 2000 Tracking System (NY2KTS) database will be used to provide the
final automated extract of IT systems that will be registered under the provisions of Section
8121(a) of the FY 2000 Defense Appropriations Act, it is important that you correctly update this
database prior to the Department’s submission to the DOD CIO. The guidance below should be
followed in updating existing records or adding new records to comply with the registration
requirement. By completing these steps, the DON will be able to take the initial action to
transition the NY2KTS to a new DON IT Systems Database to track registration requirements.

1. Main System. The Main System field differentiates the levels of equipment recorded in
the NY2KTS database. There are four categories of equipment that can be entered in the
database: 1) Platform, 2) Main System, 3) Subsystem, and 4) Local Unique System.
Definitions and examples of each of these categories are listed in enclosure (1). Only
Main IT systems that are currently in use (active) or under development will be registered
with OSD. Different versions of one system do not need to be registered separately nor
should each location for multiple copies of a system be recorded. Only one entry per
main system is required. Platforms are ship classes and aircraft types. Platforms will not
be registered with OSD. Subsystems are components of, or modules within, main
systems. Because Subsystems are components within Main Systems, they are considered
registered when the Main system is registered. Therefore Subsystems do not need to be
registered separately. Local Unique systems are those systems, which are unique to an
individual command or site. Local unique systems (see enclosure (1) definition) typically
do not have centralized program/configuration management or centralized funding and as
defined in the DON Y2K Action Plan were not considered mission critical or mission
essential to the DON. Local unique systems will not be registered with OSD.

2. Active/Inactive. The Active/Inactive field has four choices: 1) Active, 2) Inactive-
Terminated, 3) Inactive-Replaced, and 4) New Development. Only IT systems that are
Active or New Development will be registered with OSD. Active systems are those
systems currently in use within the Department of the Navy. Inactive-Terminated
systems are systems that are no longer in use and have not been replaced by another
system(s). Inactive-Replaced systems are systems that are no longer in use and have
been replaced by another system(s). New Development systems are systems being
developed, but not yet in use in the field and must be registered. Consequently, you may
need to add new development systems into the NY2KTS database if they have not
already been entered. Ensure that every system in the NY2KTS is properly categorized
as one of four choices in this field.

3. System Type. The choices in this field were originally limited to: 1) A (for AIS),2) T
(for Trainer), 3) W (for Weapon), and 4) “Null” (for no entry). This was not a mandatory
field for Y2K and many system owners/PMs/major claimants left this field blank (“Null’”’)
in the NY2KTS database. This field is now going to be used to differentiate between IT
systems and Non-IT systems. Therefore, this field has been expanded to include choices
for I (for IT systems), and N (for Non-IT systems). To save system owners/PMs/major
claimants time, the DON CIO office has globally changed all “A”s (for AIS) to “I"’s (for
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10.

11.

12.

13.

14.

15.

IT systems) in the NY2KTS database. Systems that were, for Y2K purposes, entered in
the NY2KTS database as a trainer (T for Trainer) and are now determined by the system
owner/PM/major claimant to be an IT system should change the System Type designation
to I (for IT system). It is incumbent that all system owners/PMs/major claimants review
the values in this field to ensure that the system records in the NY2KTS reflect either I
for IT systems) or N (for Non-IT systems). Only IT systems will be registered with OSD.
Systems that do not meet the definition of IT Systems (See enclosure (1)) should be
classified as N (Non-IT System).

Acronym. Enter the acronym for the system. If the system has an Army/Navy designator
(for example, AN/SPS-49), enter that nomenclature.

Name. Name is the full spelled out name of the system.

Mission Critical. All main systems must be classified as either Mission Critical (MC) or
Mission Essential (ME). Definitions of these terms are in enclosure (1). (Note mission
essential corresponds to the term “mission support” used during the DON Y2K effort.)

ACAT (Acquisition Category). Enter the ACAT designation of the system, as applicable.
Systems that do not have an ACAT designation should report NA (Not Applicable).

Primary Functional Area. Classify the IT System by its primary function.

Secondary Functional Area. Classify the IT System by its secondary function, as
applicable. Many systems will not have a secondary functional area.

Budget Initiative Number (BIN). Enter the BIN from enclosure (3). Not all mission
critical/mission essential systems will have a BIN. However, each of the
systems/initiatives listed in enclosure (3) must be included as a main system record and
must have a BIN entered.

Description. Provide a brief (1-3 sentences) description of the functions performed by the
IT system.

Last Name. Enter the last name of the primary point of contact for the IT system.

Title. Enter the title (for example: Mr., Ms., CAPT) of the primary point of contact for
the IT system.

Commercial Phone Number. Enter the commercial phone number (including area code)
of the primary point of contact for the IT system.

DSN Phone Number. Enter the DSN phone number of the primary point of contact for

the IT system.

Enclosure (2)



16. E-Mail Address. Enter the e-mail address of the primary point of contact for the IT
system.

Enclosure (2)
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